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A long, long time ago

R
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Information was exchanged using physical
documents

The carrier of this information was
responsible for protecting the information

The recipient could only verify the
information by assessing seals, signatures
and the colour of the eyes of the messenger

Despite these safeguards, alternative facts
were widely circulated
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A long, long time ago

Information was exchanged using physical
documents

The carrier of this information was
responsible for protecting the information

The recipient could only verify the
information by assessing seals, signatures
and the colour of the eyes of the messenger

Despite these safeguards, alternative facts
were widely circulated

Until the 2"d industrial revolution invented a
backup channel for verification, breaching
the privacy of subject of the information
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The 3" industrial revolution: digitalisation

Information is still handed over using
physical documents due to the lack of digital
trust guarantees.

To facilitate the exchange pictures of the
physical documents came into vogue

The recipient could not anymore verify the
information by assessing seals, signatures
and the eyes of the messenger

Verification of information became a burden
or a business risk

And apart from validating information at the
issuer, it became a new business model

Gathering information became not only a
burden, but also a business model breaching
the privacy of the subject of the information
even further
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At the verge of the 4" industrial revolution
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Information can be digitally issued with
seals and signatures.

The subject of the information will hold
important credentials secured on their
phone.

The recipient only receives the information
needed for the transaction, nothing more.

Verification is build in cryptographically

Current status of the information can be
assessed at a ledger without violating the
subjects privacy
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Self Sovereign Identity bridges the gap by adding trust

to digital data and by putting its holders in control on
what they share and with whom.
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Add Trust Reclaim Autonomy
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Self Sovereign Identity
An attempt to explain the term

others think they know and find about me and is therefore also
built by others. They issue their knowledge to me, on my request.

- My Identity mostly consists of knowledge and opinions that
Identity

| R My identity is autonomous and independent of others. The
SO\Ie rei g N issuers of my personal data know nothing about my usages of

‘ the data they have issued.
I have Self-control over my identity. I myself determine which
Se lf personal data I exchange in negotiations with the party with
whom I do business.
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The Triangle of Trust in the physical world
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Holder

* Manages Credentials
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— Additional checks
T
Issuer Verifier
» Signs attestations; * Request proof
\* Packages and gives credentials to « Verifies authenticity of the |
\. the holder attestations S
Assurance Community TNO oicter

Set and safeguard Syntax, Semantics and
asSslijrance
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The Triangle of Trust in the digital realm
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* Manages Credentials
« Creates presentations of proof for
verifiers
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Issuer Verifier
« Digitally signs attestations; * Request proof
\* Packages and gives credentials to the holder « Verifies that issuer attestations satisfy |
‘s Could create a proof of topicality requirements /'
Assurance Community TNO oicter

Set and safeguard Syntax, Semantics and
assSslijrance
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Organisational to Human centric
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Currently most data is centralised at
organisation and institutions being the
controller of vast amounts of customer

data
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With Self Sovereign Identity the data along
with its assurances is decentralised putting

the subject in control of its use.
TNO
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Store Proof not Data

Currently most institutions gather data on their
clients. A lot of this data is used to mitigate risks
on defaulting, fraud and complying to legislation.
This data is checked, processed and stored.

With Self Sovereign Identity you can verify
something is true without having the data
disclosed to you. You only need to store the result
of a verification with its assurances. No need to
check, process and store the actual data.
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Collaborate!

You might have a wrowg

format with you. Currently most institutions are optimising
processes inside the safe environment of their own
organisation.
For customers this often leads to repetitive work,
having to provide the same information over and
over again to different companies.

With Self Sovereign Identity you want to
collaborate with other parties in the customer
journey. You need to set the assurances on data
you need together with their issuers and vice
versa. You even would want to collaborate with
your competitors creating a level playing field of
trust for your customers.
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SSI and Europe




De Belofte van Self Sovereign Identity

Europe and SSI

Two reasons why Europe is pushing for a Digital Identity
1. Open up digital market
2. Strive for (digital) Sovereignty

Revision of eIDAS requlation* to introduce the European Digital Identity
Wallet (EUDIW)

The European Digital Identity: Based on European Values

% @

Trust Privacy Autonomy
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*eIDAS — electronic IDentification, Authentication and trust Services
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What is the EUDIW?

NOT
» A European Identity / passport / BSN oid. ‘r\‘
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« a Social Credit System :

« Mandatory for citizens

IS

« A means to facilitate digital services across boarders in the EU
« Part of a digital ecosystem based on EU values
« Means to facilitate GDPR compliance

« Enormously difficult effort.

“aims to ensure universal access for people and

businesses to secure and trustworthy electronic

identification and authentication by means of a
personal digital wallet on a mobile phone.”
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Three Objectives of the EUDIW

1. That all essential public services are
available online

2. That every EU citizen has access to
their digital medical file

3. That 80% of citizens use a digital ID.
A digital ID includes a digital
signature, official personal
information, and electronic filing.
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Roadmap of the EU

Architectural
Reference
Framework 1.0

N

X
eIDAS revisions eIDAS negotiations

i Reference

29-02-2024
eIDAS 2.0 come into force
+ ARF 1.2
X X

™ Lore scle o
—_——t— A — = |—— — - — — >

2022 2023

2024

NL ref wallet

Digitale Bron Idenititeit
X

7

2025

National
wallets
notified to EU

Architectural

Framework 2.0

01-03-2026
! EUDIW in
| effect

eIDAS implementation

2026 2027

/X %X

Wallets
operational

Public Sector

EUDIW acceptance
mandatory for some
private sectors
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EUDIW acceptance mandatory for some private
sectors for Strong User Authentication
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The Large Scale Pilots

1. EUDI Wallet Consortium: Gen Sm
focuses on secure e-commerce. Main use case: Travel to test how eIDAS |
can ensure the safety, security and convenience of e-commerce for large Bell'™ _>I<_

numbers of European citizens.

DIGIDENTITY

2. Digital Credentials for Europe
sarsy focuses on working on the use cases related to educational credentials " 2
— and professional qualifications, and social security, where citizens have Smt

full control over their identity(s) and data.

WNRAVECOZO
3. NOBID Consortium
focuses on a use case for cross-border payments in the EU Digital

Wallet.

4. Potential,
Focuses on a multitude of usecases, eq: digital drivers licence
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https://eudiwalletconsortium.org/
https://www.dc4eu.eu/
https://www.nobidconsortium.com/
https://www.digital-identity-wallet.eu/

What’s in it
for me?
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Benefits for users

NoPeeplng To'ms Revoke shared info Reverse Data Flow

(If implemented correctly) (Research needed) (Research needed)
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Benefits for corporations

| Data
-~ Minimalisation

Customer
Relation
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Concerns

Societal = 5 Risks

What new risks will be
introduced and how to
mitigate them?

To what extend does SSI
and/or the EuDIW contribute
to the digital divide?

Gorillas

What do you give a
800-pound gorilla?

Technical

Is the technology ready to
cover all scenario’s?
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