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Management Summary

NN

A global estimate of over 40 million people are victims of the crime of human trafficking
Combatting human trafficking is limited by the lack of data collaboration due to legal and trust barriers
Multi-party computation (MPC) can reduce barriers in data collaboration as sensitive source data is not revealed

For this DSC use case, a scalable design for MPC-based data collaboration was created that enables organisations to
improve the monitoring of sexual exploitation

Data collaboration characteristics of this use case design include data sensitivity, organisational diversity and the use of
MPC as privacy-enhancing technology

Legal and technical privacy measures, governance and education have been identified as key enablers to realise value in this
use case

Based on the success of this use case, a Sandbox is the next step towards realising the ambition of a data space for
monitoring sexual exploitation

After initial setup, the data space can be scaled to further improve the data collaboration for monitoring human trafficking

Connecting different MPC-based data spaces optimally captures the value from secure data collaboration

rlli DATA SHARING
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A global estimate of over 40 million people are victims of
the crime of human trafficking

Estimated number human trafficking victims Background on human trafficking and victims

[9 Victims: }
40.3 miIIion"

A

» Definition: Human trafficking includes recruiting,
[ = Victims: ] transporting, receiving and housing human beings through
- 45,_00—7,000 the use of force, for the purpose of exploiting them

* Human trafficking is a growing global problem with many
victims. The total profit being made by crime groups is
estimated at 150 billion USS.

» There are various kinds of human trafficking, including:

+ Sexual exploitation: a person is forced to have sex in
return for money, clothes or food, which must be
turned over to the exploiter

Q Victims: 250,000 + Labour exploitation: a worker is forced to hand over
46% 200 1% income or is forced to work in inhumane conditions
= Sexual exploitation mLabour exploitation m Criminalexploitation = Other + Criminal exploitation: a person is forced to beg, steal

or engage in other criminal activities, and hand over the

Estimated numbers are used as only a fraction goods or money to the exploiter

of the actual number of victims is registered
Source: Directorate-General for Migration and Home Affairs, Slachtoffermonitor mensenhandel, Traffik Analysis hub, International Labour Office, OSCE "ﬂi DATA SHARING
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https://ec.europa.eu/anti-trafficking/third-report-progress-made-fight-against-trafficking-human-beings_en
https://www.nationaalrapporteur.nl/publicaties/rapporten/2021/12/07/slachtoffermonitor-mensenhandel-2016---2020
https://www.traffikanalysis.org/
https://www.ilo.org/wcmsp5/groups/public/@ed_norm/@declaration/documents/publication/wcms_243027.pdf
https://www.osce.org/secretariat/69028

Combatting human trafficking is limited by the lack of data
collaboration due to legal and trust barriers

Limited data collaboration Combatting human trafficking requires data collaboration
* Human trafficking is a profitable business for crime groups. The

@ m European Commission has set out a strategy for 2021-2025 to

combat criminal groups. A key objective is to make human

Law trafficking a high-risk, low-return crime by lowering the potential
Enforcement profits and increasing the risk of prosecutions.
R @ * The ability to monitor human trafficking is essential for making it a
high-risk crime as detailed insight into the activities of victims and

Limited data traffickers allows public institutions to dismantle the crime groups

collaboration . . L
Large scale data collaboration is required for the monitoring of

human trafficking as many different organisations are involved in

monitoring human trafficking and all need detailed insights
Rapporteurs organisations

« Barriers limiting data collaboration include:

* Legal complexity in sharing data based on the personal
identifiable information (PII) in the data
@ Organisation with fragmented data + Lack of trust due to the different perspectives of collaborating
Legal and trust barriers organisations, from victim-centric to offender-centric
Source: EU Strategy on Combatting Trafficking in Human Beings (2021-2025 r]: DATA SHARING
6 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved. Ll COALITION


https://ec.europa.eu/anti-trafficking/eu-strategy-combatting-trafficking-human-beings-2021-2025_en

Multi-party computation (MPC) can reduce barriers in data
collaboration as sensitive source data is not revealed

MPC-secured data collaboration Introduction to multi-party computation (MPC)

» Multi-party computation (MPC) allows different organisations to

@ % jointly create insights from data without any individual organisation

revealing their source data to other organisations involved

o Source data from individual organisations is secured by
Municipalities fragmenting and encrypting it before providing it to MPC. This

means that each organisation retains control over their own data

Law
Yi * MPC creates the insights by performing calculations on fragmented

© Limited data © and encrypted data from different organisations

collaboration
Impact of MPC on data collaboration barriers

&
National & Healthcare * Legal complexity: MPC-based data collaboration reduces the legal
Rapporteurs © RIS barrier of sharing data, as no Pll is shared. Organisations still need
& &

to process PII. Monitoring the legal context of multi-party

- computation is key as it is still in development.
Border controls . .

» Lack of trust: MPC-based data collaboration facilitates the
@ Organisation with fragmented data necessary trust between organisations as no Pll is shared

(> Data collaboration secured by MPC See Appendix for PoC description and MPC introduction

rlli DATA SHARING
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For this DSC use case, a scalable design was created for MPC-
based data collaboration for monitoring sexual exploitation

Use case interaction model New methods used to improve monitoring sexual exploitation

To * Improve monitoring by counting disappearances of sex workers by
;I comparing lists of names and locations from various sources

Data from Data Providers remains at
the source; it is only shared in

encrypted and fragmented form __, Mieh@l - Improve monitoring by identifying double counts from sex workers
registered at multiple locations by comparing lists of names

1] . o
~88 » ldentify common travel routes of sex workers based on their

location data from different data sources

o
£
£y

MPC MPC
Beneficiary Orchestrator

Data
Provider B

* Improve resource planning of healthcare institutions by sharing
insights about whether a sex worker is being treated by any of the
other healthcare institutions

Provider - UM™Y  Sustainable Rescue initiated the project and was
» - involved as domain expert and strategy lead

The insights are shared without
disclosing the underlying source
data

Steps ininteraction model
1. The MPC Beneficiary develops a query for gaining specific
insights into human trafficking

2. The MPC Beneficiary requests the MPC Orchestrator to 8 Roseman - Roseman Labs was involved as MPC expert and provided
execute the specific query over the relevant data sources R technical infrastructure for the Proof o Concep

3. The MPC Orchestrator verifies that the request by the MPC O
Beneficiary is within the agreed scope of allowed requests H H

4. The MPC Orchestrator executes the query through an MPC Pinsent Masons Pinsent Masons was involved as Iegal expert

Igorithm t te th ted It . " .
5. MBC Orahostratar shares the reeult with the MPC Beneficary  [; amsuamne  The Data Sharing Coalition facilitated the use case and

COALITION provided data sharing expertise

. : DATA SHARING
8 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved. See Appendlx for use case approaCh rlll COALITION




Data collaboration characteristics of this use case design include
data sensitivity, organisational diversity and the use of MPC

Key characteristics of the data collaboration context of this use case 1

Data sensitivity
% The data used for collaboration includes personal identifiable information (PII) of people who are possibly

victims of human trafficking. Additionally, crime groups may retaliate against victims if they find out they
are in contact with aid workers.

Diversity of organisations combatting human trafficking
&—m@ Many organisations in the public, civil and private sectors are involved in the monitoring of human
(@) ) trafficking but they have different goals. For example, law enforcement focuses on criminal interventions

whereas care takers focus on the victims. Different goals mean that organisations need to maintain control
over which organisations to collaborate with and what data to share.

., Use of multi-party computation

-,@: MPC-based data collaboration is an innovative concept. Awareness about the possibilities with MPC is low
Gy at most organisations. Increasing the awareness of MPC is key to realise the potential of MPC-based data
collaboration as new applications of the insights will be developed.

Data collaboration context

» Every data sharing use case has its own data context. This context is determined by factors such as the nature of the data that is shared,
the actors that are involved, who controls the data, et cetera.

» This data collaboration context is very relevant, as it influences the requirements for the use case design

rlli DATA SHARING
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Legal and technical privacy measures, governance and education
have been identified as key enablers to realise this use case

Key characteristics Enablers for data collaboration as identified in this DSC use case

Legal and technical privacy measures
Data The secure handling of sensitive data is ensured by the use of privacy
% B% measures such as Data Protection Impact Assessments, multi-party

sensitivit . . . L
y computation, access controls, data retention policies and data minimisation

policies

Governance
H—E - To enable the trust in the data collaboration between a variety of
(&) Dlverstlty ?f @ organisations, governance of the data collaboration environment is essential.
gt organisations

All actors should be able to provide input for the development of the data
collaboration environment to make sure it aligns with their needs

Support & Education
Y To raise the awareness of and trust in secure data collaboration, support and
@ Use of MPC education about MPC are needed. This can include onboarding materials,
65? demonstrations of the technology, sandbox environments and easily
available user support

%

rlli DATA SHARING
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A sandbox is the next step for this use case to realise the
ambition to set-up a monitoring sexual exploitation data space

Roadmap for realising the ambition

Use cases

Involved
organisations

Organisation of
trust

Technical
implementation

Legal context

Availability of
data in network

1" Monitoring Human Trafficking, April 2022.

1

Trust MPC and
Roseman Labs
hardware

Roseman Labs
laptops at
locations

One-time
contract

One-time
availability

5

7

Trustin
consortium

Online portal in
webbrowser

Overarching legal
framework

Continuous
availability

N

+30

Trust between
organisations is
organised in
scheme

Online portal and
on-site
implementation

Overarching legal
framework

Continuous
availability

Data Sharing Coalition. All rights reserved.

Description of data space ambition

* The data space is a digital environment for all
organisations involved in monitoring sexual
exploitation. Source data is protected and always
under the control of the Data Provider

» The data space intends to connect +30 different
organisations as Data Providers and MPC
Beneficiaries

» This roadmap for the realisation of the data
space shows the necessary infrastructure and
agreements and key topics

Join the Sandbox

* The Sandbox is open for any organisation
interested in monitoring human trafficking

* To join the Sandbox, please contact
paul.fockens@sustainablerescue.com

: DATA SHARING
ﬁll COALITION



mailto:paul.fockens@sustainablerescue.com?subject=Monitoring%20human%20trafficking%20sandbox

After initial setup, the data space can be scaled to further
improve the data collaboration for monitoring human trafficking

Data space scaling options

Monitoring human trafficking in general

Monitoring sexual exploitation in the Netherlands

O = - @
= = ©. Q&
More More data More queries More countries More types of

organisations

exploitation

New organisations
can participate in
the data space. See
Appendix for
overview of involved
organisations in NL

12

Organisations can
increase the data
they make available
for MPC queries. An
organisation can
enrich current data
or increase the
scope of currently
available data

More queries can be
developed based on
the experience from
the data space. The
insights from the
new queries help to
further improve the
monitoring

Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved.

Organisations from
other countries can
be included in the
data space as
human trafficking is
a global issue

Additional types of
exploitation can be
included (e.g.
criminal
exploitation) based
on stakeholder
needs

: DATA SHARING
.m_l COALITION



Enabling data space participants to collaborate with other data
spaces optimally captures the benefits of data collaboration

(5, Dataspacen

"Iflé'.'l c’%?} E“a

MPC MPC Data
Beneficiary Orchestrator Provider

====p Collaboration within data space == =) (Collaboration across data space

13 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved.

* Enabling participants from one data space to

collaborate with participants in other data

spaces optimally captures the value from

secure data collaboration

In order to realise this cross data space

collaboration, three key topics are identified:
+ Standardised Data Provider modules to

ensure a Data Provider only needs one
module for secure data collaboration in
different data spaces

Enrolment process which ensures that
new participants/use cases are aligned
with all participants in the data space
Fine-grained consent mechanism which
ensures that Data Providers remain in
control over their data. This mechanism
must be included in the privacy engine of
the MPC Orchestrator

: DATA SHARING
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The successful execution of the PoC increased the awareness
and trust of law enforcement agencies and NGOs in MPC

[ Y Y Y I Y W Explanation Proof of Concept
ee

OThe Law enforcement agency (LEA)
wants to select 5 names which are
not on the lists of the NGOs. The LEA
can not share their list due to
regulation. The NGOs will not share
theirs as they fear to break the trust
relationship with their informants

@) The LEA and NGOs use the MPC
Privacy Engine to jointly perform the
i . . comparison without disclosing any
L LTy ST individual’'s name
eThe LEA learns 5 names which are not

I learned 5 names which are on the lists of NGOs
e not on the lists of NGOs

& ' Law enforcement agency ‘ Name on list of NGO or LEA

v
=

| want to select 5 names not on the lists I don't want to share the list
of the NGOs to protect potential victims of names

‘ ::: : :: & NGO ' Name not on list NGO
‘ ‘ ' ' ‘ ‘ [ | MPc Prlvacy Englne @ Shared in encrypted and fragmented way
: DATA SHARING
15 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved. rL]l COALITION



MPC enables a group of organisations to calculate certain
insights without sharing individual organisation’s data

Visualisation of multi-party computation Stepsin the process

@ Prepare data @ sccure data © start MPC Oshareresuits @ The Data Provider, the organisation providing
the data, internally collects and prepares the
______________________ . data
i 5 @ The Data Provider uses the MPC portal to
| : fragment and encrypt the data locally. As this is
: : a local operation, no other organisation is
: : \ y, involved or has access to the data
'\\ Controlled by the organisation /,' — (3) The Data Provider uploads the secured data via
"""""""""""" the MPC portal to the three (or more) different
computational nodes. The computational nodes
compute the partial results based on the
~— o encrypted data
e N N —— The partial results are combined to create the
;@ E result of the computation
| == /S | <
: /S

* Large scale data collaboration on cyber threats

S I o T . » Electricity grid monitoring
Source: Roseman Labs r]: DATA SHARING
16 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved. ‘U coaLiTioN


https://emagazine.one-conference.nl/2021/secure-net-ncscs-partnership-for-rapid-and-safe-information-sharing/
https://www.technolution.com/spark/cases/multi-party-computation-protects-privacy-sensitive-capacity-data/?noredirect=en-GB
https://rosemanlabs.com/

Organisations involved in monitoring human trafficking operate
at international, national and regional levels

Non-exhaustive J

4 International organisations\

4 European organisations )

COUNCIL OF EUROPE
m European |
A Commission

CEEE

\ = EURTPOL )

CONSEIL DE 'EUROPE

17 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved.
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/ National organisations \
comensh § pGLITIE
ean encenhande éﬁ’iﬁ Government of the Netherlands

2 Nederlandse

Vereniging vanBanken
M Nationaal Rapporteur Mensenhandel
RA5] cn seksucel Gaweld tegen Kinderen

Expertisecentrum
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Regional organisations )

R
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M Brabant Zeeland

ﬁ@g p g Gemeente
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: DATA SHARING
!—L]l COALITION




From August 2021 to March 2022, we worked towards a use case
scope, Proof of Concept and use case design

@ 1. Explore

Result: A clearly scoped use
case and an analysis of the
value potential

Involved organisations:
Sustainable Rescue
Foundation, Roseman Labs

Used Tool: Use Case Playbook

18 Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved.

Proof of concept
|

Result: Technical proof of
concept showing improved
data collaboration for human
trafficking based on MPC

Involved organisations:
Sustainable Rescue
Foundation, Roseman Labs,
Pinsent Masons & undisclosed
organisations

See Appendix for Proof of

concept description

[]E_‘ﬁ] 2. Design
|

Result: Overview of all relevant
topics in a high-level use case
design including
considerations for future
scalability

|
Involved organisations:
Sustainable Rescue
Foundation, Roseman Labs,
Pinsent Masons & other
stakeholders

Used tool: Use Case Blueprint
—— -y

3. Implement
|

Result: Data space to explore
value of data collaboration for
monitoring human trafficking

Involved parties: To be
determined. Multiple
organisations have expressed
interest to participate.

Legend:

Phase supported by DSC
project team

Phase supported by DSC
funding

: DATA SHARING
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Sustainable Rescue Foundation and Roseman Labs initiated the

use case, Pinsent Masons was involved for the legal expertise

SUSTAINABLE RESCUE Roseman! abs
o P g g™

» Sustainable Rescue Foundation’s

aims to develop an ecosystem to
fight human trafficking

It focuses on integrating existing
business best practices, digital
technology, academic concepts,
and legislation to facilitate
collaborative work environments

SRF initiated the use case and
ensured the alignment of the use
case with NGOs and public
authorities

» Roseman Labs (RL) is a high-

tech software company with the
mission of transforming how
organisations collaborate on
sensitive data with robust
privacy

RL specialises in deploying high
performance MPC solutions

RL delivered the software and
privacy engine for the PoC and
the use case design is based on
their architecture

O

Pinsent Masons

Pinsent Masons (PM) is an
international law firm

PM’s department that was
involved in the use case
specialises in data protection and
privacy

In the use case, PM provided
legal expertise related to MPC-
based data collaboration

Other organisations involved in monitoring human trafficking were involved to ensure that the use case aligned with

their needs.

Monitoring Human Trafficking, April 2022. Data Sharing Coalition. All rights reserved.
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https://www.sustainablerescuefoundation.org/
https://rosemanlabs.com/
https://www.pinsentmasons.com/

